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Abstract of the talk:

As part of national critical infrastructure, modern networked industrial control systems (ICSs) are more
vulnerable than ever to various cyberattacks. Tacking this issue requires not only a good understanding
of the cyberthreats on ICSs but also effective security-related ICS technologies and methods. Securing
ICSs must incorporate secure networks, secure control systems, secure physical processes, and their
interactions. This talk presents our recent progress in a unified architectural approach to integrate all
these aspects into a unified framework for cyberattack-resilient ICSs. The network security addresses
the security of data in motion. The security of control systems is risk-based and encompasses
prevention- and tolerance-centric defences. The security of physical processes implements secure
processes against process-aware attacks. For further developments of ICS security technologies,
emerging challenges will also be discussed to motivate future research.
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